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b. Will expire 10 years from the date « signature if it hasn’t been reissued or cancelled
before is dateir :cordance with DoD Instruction 5025... ..2ference (c)).

ﬁW

Douglas J. Robb, DO, MPH
Lieutenant General, USAF, MC, CFS
Director

Enclosures
1. References
2. Procedures
Glossary



(@)
(b)
(©
(d)
©)
H
(&)

(h)

0)
(k)

M
(m)
(n)

E\TCL(\C‘Y e 1

REFEP "'"3S

DoD Directive 5136.01, “Assistant Secretary of Defense for Health Affairs (/ J(HA)),”
September 30, 2013
DoD Directive 5136.13, “Defense Health Agency (DHA),” September 30, 2013

)oD Instruction 5025.01, “DoD Issuances Program,” June 6, 2014, as ammended
United States Code, Title 5, “The Privacy Act of 1974,” December 31, 1974
Public Law 104-191, “Health Insurance Portability and Accountability Act of 1996,”
August 21, 1996
DoD 5400.11-R, "Department of Defense Privacy Program," May 14, 2007 (or its
successor issuance)
Office of the Secretary of Defense (OSD) Memorandum 15041-07, "Safeguarding A gainst
and Responding to the Breach of Personally Identifiable Information," September 21, 2009
DoD 6025.18-R, "DoD b th Information Privacy Regulation," January 24, 2003 (or its
successor issuance)
DoD 8580.02-R, "DoD Health Information Security Regulati . " July 12, 2007 (or its
successor issuance)
DoD Instruction 8500.2, "Information Assurance Implementation,” February 6, 2003
DoD Directive 8570.01, "Information Assurance Training, Certification, and Workforce
Management," August 15, 2004
Parts 160 and 164 (Subparts C, D, and E) of title 45, Code of Federal Regulations (also
known as the “HIPAA Rules”)
DoD Instruction 5025.01, “DoD Directives Program, Incorporating Change 1,” August 20,
2013
TRICARE Management Activity Memorandum, “Workforce Training Policy Pursuant to
the Department of Defense Privacy Act Regulations and the Department of Defense Health
Insurance Portability and Accountability Act Privacy and Security Regulations,” May 28,
2008
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PROCEDURES

1. TP A ™75 RES MTENTS . Within 30 days upon hire, DHA workforce members must
complete the 1nitial Privacy Act/HIPAA training and complete refresher training on an annual
basis thereafter.

a. Successful completion of the required Privacy Act/k... .\A training within 30 days of hire
is a prerequisite for gaining permitted access to DHA systems.

b. Workforce members who fail to co plete this training as required may be removed from
the DHA secure network until achieving compliance.

c. Note that DHA Information Assurance training is separate from the Privacy Act/HIPAA
training.

2, MCUMENTATION OF T A ™™ 1% DHA’s Training and Career Development Division
will provide an enterprise-wide mechanism for tracking the required Privacy Act/HIPAA
training. Training certifications will be maintained in accordance with the stated references.

3. CONTPACTOR REQTTREM™MTS  When required by contract, DHA contractor
employees, contracting ofticers, and/or representatives must be made aware of the Privacy
Act/HIPAA training and complete any such training requirements consistent with said contract.
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PART I: ACRC*YMS

Al Administrative Instruction

DHA Defense Health Agency

HIPAA Health Insurance Portability and Accountability Act
PHI Protected Health Information

PII Personally Identifiable Information

PAPT T DEF™TTIONS

DH* ™*4ces. DHA Directorates, TRICARE Regional Offices, TRICARE Area Offices, and all
other organizational entities in DHA.

DF * Workfo-~~ Miilitary and civilian full-time and part-time employees, volunteers, trainees,
and other persons (including students and contract personnel as required bv contract) whose
conduct, in the performance work for DHA is under the direct control o1 ...1A, whether or not
they are paid by DHA.

Prvansg]]r T Ent1~ Teformat’ ~~ (PID). Information which can be used to distinguish or trace
an individual's identity; including name, social security number, date and place of birth, mother's
maiden name, biometric records, and any other personal information which is linked or linkable
to a specified individual.

Dentected "T~alth I~#~-+ation ‘"'I). Individually identifiable health information created,
received, or maintained by a covered entity; including DHA, that is tr tted or maintained by
electronic or any other form or medium, except as otherwise contained in employment records

h 1by DHA in its role as an employer.
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