
 

  

  

 

 

 

  

     

  
  

 
    

 
 

  
 

  
 

 

DEFENSE HEALTH AGENCY 
7700 ARLINGTON BOULEVARD, SUITE 5101 

FALLS CHURCH, VIRGINIA  22042-5101 

DHA-Policy Memorandum 20-006 
November 9, 2020 

MEMORANDUM FOR DIRECTOR, COASTAL MISSISSIPPI MARKET, DEFENSE 
HEALTH AGENCY 

DIRECTOR, JACKSONVILLE MARKET, DEFENSE HEALTH 
AGENCY 

DIRECTOR, NATIONAL CAPITAL REGION MARKET, DEFENSE 
HEALTH AGENCY 

DIRECTOR, CENTRAL NORTH CAROLINA MARKET, DEFENSE 
HEALTH AGENCY 

DIRECT SUPPORT ORGANIZATION ARMY 
DIRECT SUPPORT ORGANIZATION NAVY 
DIRECT SUPPORT ORGANIZATION AIR FORCE 

SUBJECT: Physical Security Controls at Department of Defense Military Medical Treatment 
Facilities 

Reference: (a) DHA-Administrative Instruction 003, “Physical Security Program,” 
July 23, 2018 

(b) Unified Facilities Criteria 4-021-02 Electronic Security Systems, 
September 11, 2019, as amended 

(c) Unified Facilities Criteria 4-020-01 DoD Security Engineering Planning Manual, 
September 11, 2008 

To ensure Defense Health Agency (DHA) compliance with Reference (a), the following 
procedures will be used by all military medical treatment facilities (MTFs) under the authority, 
direction and control of DHA. These procedures will be implemented upon signature of this 
Policy Memorandum and will be incorporated into the revision of Reference (a). 

The following outlines implementation of physical security controls at Department of 
Defense (DoD) MTFs: 

1. All MTFs under DHA control will meet the access control requirements put forth 
in Reference (a). 

2. DHA will establish a minimum standard for ingress and egress of personnel at 
MTFs, which will follow the criteria set forth in Unified Facilities Criteria 4-021-02 
(Reference (b)) and include that: 

a. All exterior doors, unless specified as a main entry and/or exit point, will be 
considered egress only. 



          
            

     

            
    

           
           

        
      

         
    

           
      

  
  

 
   

b. Restricted area perimeter monitoring should be included at all building 
entrance and exit points, to include perimeter doors, roof hatch openings, and 
doors used for emergency egress. 

c. Doors for emergency egress should include an audible device (door screamer) 
on the secured side. 

3. DHA will establish a minimum standard for video monitoring and alarm systems 
in MTFs, which is to provide an electronic security system utilizing various 
combinations of capabilities for Access Control Systems, Duress Alarm Systems, 
Infant Protection Alarm System, Intrusion Detection Systems, Video Surveillance 
System, Behavioral Health Staff Assist Alarm, and photo badging as identified in 
Unified Facilities Criteria 4-510-01 (Reference (c)). 

The point of contact for this action is Acting Chief, Enterprise Security, Threat 
Management, and Safety, Mr. Corey Stuart at corey.l.stuart@mail.mil or (703) 681-1521. 

RONALD J. PLACE 
LTG, MC, USA 
Director 

cc: 
DHA MTF Physical Security Managers 
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	1-9 Security Engineering UFC Application.  The application of the security engineering series of UFCs is illustrated in Figure 1-1.  This manual is intended to be the starting point for any project that is likely to have security or antiterrorism requirements.  By beginning with this UFC, the design criteria will be developed that establishes which of the other UFCs in the series will need to be applied.  The design criteria may indicate that only the minimum standards need to be incorporated, or it may include additional requirements, resulting in the need for application of additional UFCs.  Even if only the minimum standards are required other UFCs may need to be applied if sufficient standoff distances are unavailable.  Applying this series of UFCs in the manner illustrated in Figure 1-1 will result in the most efficient use of resources for protecting assets against security and antiterrorism related threats.
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	5-3.3.1 Entry Control.  Controlling which vehicles gain access through controlled perimeters and controlling what those vehicles carry is a central factor in protecting against vehicle bombs. While design of entry control points is both beyond the scope of this UFC and not specifically a master planning issue, there are significant master planning considerations in establishing entry control points.  The most significant such issue is establishing the appropriate number of entry control points.  That number will be based on the number of vehicles that must enter the installation or interior controlled Figure 5-1.  Consolidated vs. Separated Facilities
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	Area Cost Factor.  A multiplier by which facility costs can be multiplied to account for increases in local construction costs based on labor, materials, and equipment costs for specific localities.
	Access control.  For the purposes of this document, any combination of barriers, gates, electronic security equipment, and/or guards that can deny entry to unauthorized personnel or vehicles.
	Building hardening.  Enhanced conventional construction that mitigates threat hazards where standoff distance is limited.  Building hardening may also be considered to include the prohibition of certain building materials and construction techniques.
	Controlled perimeter.  A physical boundary at which vehicle access is controlled at the perimeter of an installation, an area within an installation, or another area with restricted access.  A physical boundary will be considered as a sufficient means to channel vehicles to the access control points.  At a minimum, access control at a controlled perimeter requires the demonstrated capability to search for and detect explosives.  Where the controlled perimeter includes a shoreline and there is no defined perimeter beyond the shoreline, the boundary will be at the mean high water mark.
	Minimum standoff distance.  A standoff distance less than the Conventional Construction Standoff Distance at which the required level of protection can be shown to be achieved through analysis or can be achieved through building hardening or other mitigating construction or retrofit.
	Standoff distance.  A distance maintained between a building or portion thereof and the potential location for a weapon or explosive detonation.
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	Sitework Costs
	Table A-2.  25 kg- TNT Very Low and Low Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	Table A-3.  25 kg- TNT Medium Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	Table A-4.  25 kg- TNT High Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	G

	Table A-5.  100 kg- TNT Very Low Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	B

	Table A-6.  100 kg- TNT Low Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	Table A-7.  100 kg- TNT Medium Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	Roofs
	DINING FACILITY
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	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	D



	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	Table A-9.  250 kg- TNT Very Low Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	Table A-10.  250 kg- TNT Low Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	Table A-11.  250 kg- TNT Medium Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	Table A-12.  250 kg- TNT High Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	L



	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	Windows
	DINING FACILITY
	Table A-13.  500 kg- TNT Very Low Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	Table A-14.  500 kg- TNT Low Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	Table A-15.  500 kg- TNT Medium Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	Table A-16.  500 kg- TNT High Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	Table A-17.  2000 kg- TNT Very Low Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	Table A-18.  2000 kg- TNT Low Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	Roofs
	Table A-19.  2000 kg- TNT Medium Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	Table A-20.  2000 kg- TNT High Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	Table A-21.  9000 kg- TNT Very Low Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	Table A-22.  9000 kg- TNT Low Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	Table A-23.  9000 kg- TNT Medium Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	Windows
	DINING FACILITY


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	Table A-24.  9000 kg- TNT High Level of Protection


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY


	STANDOFF
	STANDOFF
	STANDOFF
	ADMIN
	MEDICAL
	BARRACKS
	BARRACKS (INT ENT)
	DINING FACILITY
	Table A-25.  Building Cost Increases Hand Delivered Devices
	Low Threat Severity Level



	Building Type
	  Roof

	Medical Clinic
	Table A-26.  Building Cost Increases Hand Delivered Devices
	Medium Threat Severity Level

	Building Type
	  Roof

	Medical Clinic
	% Cost Increase
	Construc-tion
	% Cost Increase
	Construc-tion
	% Cost Increase
	Construc-tion
	Building Type
	% Cost Increase
	Construc-tion
	% Cost Increase
	Construc-tion
	% Cost Increase
	Construc-tion
	% Cost Increase
	% Cost Increase
	% Cost Increase
	Construc-tion
	% Cost Increase
	% Cost Increase
	% Cost Increase
	Construc-tion
	Building Type
	% Cost Increase
	% Cost Increase
	% Cost Increase
	Construc-tion
	Table A-32.  Building Cost Increases for Indirect Fire Weapons



	Building Type
	  Roof

	Facility
	Medical Clinic
	Table A-33.  Building Cost Increases for Indirect Fire Weapons

	Medical Clinic
	Table A-34.  Building Cost Increases for Indirect Fire Weapons

	Medical Clinic
	Table A-35.  Building Cost Increases for Indirect Fire Weapons

	Medical Clinic
	Building Type
	Building Type
	Building Type
	Table A-39.  Building Cost Increases for Direct Fire Weapons
	Building Type
	Table A-40.  Building Cost Increases for Airborne Contamination Mitigation



	Building Type
	HVAC Requirements

	Facility
	Medical Clinic
	Medical Clinic
	Table A-42.  Building Cost Increases for Forced Entry Tactic
	Low Threat Severity Level

	Building Type
	  Roof

	Medical Clinic
	Table A-43.  Building Cost Increases for Forced Entry Tactic
	Medium Threat Severity Level


	Building Type
	  Roof

	Medical Clinic
	Table A-44.   Building Cost Increases for Forced Entry Tactic
	High Threat Severity Level

	Building Type
	  Roof

	Medical Clinic
	Table A-45.   Building Cost Increases for Forced Entry Tactic
	Very High Threat Severity Level

	Building Type
	  Roof

	Medical Clinic
	Table A-46.  Interior Area Cost Increases for Forced Entry Tactic
	Low Threat Severity Level

	Building Type
	  Roof

	A
	Medical Clinic
	A
	Table A-47.  Interior Area Cost Increases for Forced Entry Tactic
	Medium Threat Severity Level

	Building Type
	  Roof

	Medical Clinic
	Table A-48.  Interior Area Cost Increases for Forced Entry Tactic
	High Threat Severity Level

	Building Type
	  Roof

	Medical Clinic
	Table A-49.  Building Cost Increases for Covert Entry Tactic
	Building Type

	Dining Facility
	Table A-50  Building Cost Increases for Covert Entry Tactic
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