PRIVACY IMPACT ASSESSMENT (PIA)

PRESCRIBING AUTHORITY: DoD Instruction 5400.16, "DoD Privacy Impact Assessment (PIA) Guidance". Complete this form for Department of Defense
(DoD) information systems or electronic collections of information (referred to as an "electronic collection" for the purpose of this form) that collect, maintain, use,
and/or disseminate personally identifiable information (PIl) about members of the public, Federal employees, contractors, or foreign nationals employed at U.S.
military facilities internationally. In the case where no Pl is collected, the PIA will serve as a conclusive determination that privacy requirements do not apply to
system.

1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:

Deployed Medicine
2. DOD COMPONENT NAME: 3. PIA APPROVAL DATE:
Defense Health Agency 05/20/2026

Solution Delivery Division (SDD)/Program Executive Office (PEO) Medical Systems (J6)

SECTION 1: Pll DESCRIPTION SUMMARY (FOR PUBLIC RELEASE)

a. The Pllis: (Check one. Note: Federal contractors, military family members, and foreign nationals are included in general public.)

|:| From members of the general public |:| From Federal employees

|Z| from both members of the general public and Federal employees |:| Not Collected (if checked proceed to Section 4)

b. The Pllis in a: (Check one.)

X] New DoD Information System [] New Electronic Collection
|:| Existing DoD Information System |:| Existing Electronic Collection
|:| Significantly Modified DoD Information System

c. Describe the purpose of this DoD information system or electronic collection and describe the types of personal information about individuals
collected in the system.

The Deployed Medicine platform comprises a web-based application, 10S application, and Android application; all of which facilitate end
user access to medical training content. Deployed Medicine is able to host and share video, audio, and didactic training content. Additionally,
the platform includes an assessment suite, which permits testing user’s knowledge and reporting results. On the back-end, Deployed
Medicine includes a creator suite, which allows for content creators to curate and publish new content as needed. The platform currently has
35,000 licensed users located worldwide.

Personally Identifiable Information (PII) collected includes: personal descriptors and employment information. Categories of individuals
about whom PII is collected include: Members of the Armed Forces, DoD civilians, and DoD contractors.

Deployed Medicine is managed by the Medical Simulation and Training (MST) Program Management Office (PMO)

d. Why is the Pll collected and/or what is the intended use of the PlI? (e.g., verification, identification, authentication, data matching, mission-related use,
administrative use)

PII is used for authentication and administrative use to support system access and training account management.

e. Do individuals have the opportunity to object to the collection of their PII? |X| Yes |:| No
(1) If "Yes," describe the method by which individuals can object to the collection of PII.

(2) If "No," state the reason why individuals cannot object to the collection of PII.

The opportunity for individuals to object to the collection of PII is presented at the time of account creation. If an individual objects to the
collection of their PII, they will not be authorized Deployed Medicine access to fulfill mandatory medical readiness training (MRT)
requirements.

f. Do individuals have the opportunity to consent to the specific uses of their PIl? |X| Yes |:| No
(1) If "Yes," describe the method by which individuals can give or withhold their consent.

(2) If "No," state the reason why individuals cannot give or withhold their consent.

The opportunity for individuals to consent to the specific uses of their PII is presented at the time of account creation.

dg. When an individual is asked to provide PIl, a Privacy Act Statement (PAS) and/or a Privacy Advisory must be provided. (Check as appropriate and
provide the actual wording.)
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[] Privacy Act Statement [X] Privacy Advisory [] NotApplicable

Deployed Medicine 1s provided as a service by the Defense Health Agency (DHA). Information presented on this service 1s protected by
Creative Commons License and may not be distributed or copied for profit. The appearance of external hyperlinks does not constitute
endorsement by the United States, Department of Defense (DoD), or DHA of the linked websites or the information, products, or services
contained therein. The DoD does not exercise any editorial control over the information found at these external locations. Title 5, Section
6311, United States Code (general) and DoDI 5400.1-R and the DHA PGI 224 authorize the collection of Personally Identifiable
Information (PII) for service provision and Medical Readiness Training data management IAW DoDI 1322.24, Medical Readiness Training
(MRT). This application and its related services use software programs to create summary statistics used to identify accounts, devices, and
browsers to allow Deployed Medicine’s technical operations to maintain user accounts and associate your actions with your identity.

This information also allows tracking of learner records and training performance, and contributes to usage analytics, determining technical
design specifications, and identifying system performance or problem areas. Deployed Medicine uses "cookies" to store personal data on
your computer. We may also link information stored on your computer in cookies with personal data about specific individuals stored on our
servers. If you set up your web browser (for example, Chrome, Edge or Firefox) so that cookies are not allowed, you may not be able to
access some or all of the features of our website(s) and services. The DoD does not use the information associated with individual accounts
to track individual user activity on the internet, and shall not disclose PII outside the DoD except to Federal, State, or local law enforcement
agencies when your agency becomes aware of a violation or possible violation of civil or criminal law; to a Federal agency during
investigations for employment or security reasons; to the Office of Personnel Management (OPM); or the General Services Administration
(GSA) in connection with its responsibilities for records management. Providing PII is voluntary, however, failure to provide requested PII
will prevent account creation or registration for classes on Deployed Medicine which may delay scheduled training.

By signing up for an account with Deployed Medicine, the user consents to the collection of PII IAW this privacy notice; a signature is not
required. Any use of, or attempted use of a Deployed Medicine account to upload unauthorized information, modify information, or access
restricted system areas are strictly prohibited and may be punishable under the Computer Fraud and Abuse Act of 1987 and the National
Information Infrastructure Protection Act (USC Title 18, Section 1030). Additional privacy policy detail is available at https://
deployedmedicine.com/privacy. To receive a written copy of the Privacy Act Statement, send request to support@deployedmedicine.com
Subject: Privacy Statement Request.

h. With whom will the PIl be shared through data/system exchange, both within your DoD Component and outside your Component?
(Check all that apply)

Within the DoD Component Specify. |DHA and participating DHA Sub-Components ‘
Other DoD Components (i.e. Army, Navy, Air Force) Specify. IDepartments of the Army, Navy, and Air Force ‘
Other Federal Agencies (i.e. Veteran’s Affairs, Energy, State) Specify. I ‘
State and Local Agencies Specify. I ‘

Contractor (Name of contractor and describe the language in
the contract that safeguards PIl. Include whether FAR privacy

O O O0OXKKX

clauses, i.e., 52.224-1, Privacy Act Notification, 52.224-2, Specify.
Privacy Act, and FAR 39.105 are included in the contract.)
Other (e.g., commercial providers, colleges). Specify. I

i. Source of the PII collected is: (Check all that apply and list all information systems if applicable)

& Individuals D Databases
|:| Existing DoD Information Systems |:| Commercial Systems

|:| Other Federal Information Systems

j. How will the information be collected? (Check all that apply and list all Official Form Numbers if applicable)
[] E-mail
[ ] In-Person Contact

|:| Fax

|:| Information Sharing - System to System
|:| Other (If Other, enter the information in the box below)

Official Form (Enter Form Number(s) in the box below)
Paper

Telephone Interview

X OO0

Website/E-Form

Website/E-Form: https://identity.allogy.com/signin

k. Does this DoD Information system or electronic collection require a Privacy Act System of Records Notice (SORN)?
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A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens or lawful permanent U.S. residents that
is retrieved by name or other unique identifier. PIA and Privacy Act SORN information must be consistent.

[] Yes No

If "Yes," enter SORN System Identifier | |

SORN Identifier, not the Federal Register (FR) Citation. Consult the DoD Component Privacy Office for additional information or http://dpcld.defense.gov/
Privacy/SORNs/
or

If a SORN has not yet been published in the Federal Register, enter date of submission for approval to Defense Privacy, Civil Liberties, and Transparency
Division (DPCLTD). Consult the DoD Component Privacy Office for this date.

If "No," explain why the SORN is not required in accordance with DoD Regulation 5400.11-R: Department of Defense Privacy Program.

Deployed Medicine does not regularly retrieve records on U.S. citizens or lawful U.S. residents by name or other unique identifier.

|. What is the National Archives and Records Administration (NARA) approved, pending or general records schedule (GRS) disposition authority
for the system or for the records maintained in the system?

1ssion Schedules:
- GRS 5.2, item 020 (DAA-GRS-2022-0009-0002)

Other Schedules:

(1) NARA Job Number or General Records Schedule Authority. - System Access Records: GRS 3.2, item 030 (DAA-
GRS-2013-0006-0003),

- Data Administration and Documentation: GRS 3.1, item 051 (DAA-
GRS-2013-0005-0003)

(2) If pending, provide the date the SF-115 was submitted to NARA. | |

(3) Retention Instructions.

Mission Schedules:

FILE NUMBER: 103-14

FILE TITLE: Intermediary Records

DISPOSITION: Temporary. Cut off and destroy upon creation or update of the final record, or when no longer needed for business use,
whichever is later.

Note: Record copy of course material must be maintained by the proponent of the course in their office records AW the OSW Records
Disposition Schedule.

Other Schedules:

FILE NUMBER: 1601-02

FILE TITLE: System Access Records - Systems not requiring Special Accountability for Access
DISPOSITION: Temporary. Cut off and destroy when business use ceases.

FILE NUMBER: 1601-12

FILE TITLE: Data Administration and Documentation - Temporary Systems

DISPOSITION: Temporary. Cut off after the project/activity/transaction is completed or superseded, or the associated system is terminated,
or the associated data is migrated to a successor system. Destroy 5 years after cutoff.
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m. What is the authority to collect information? A Federal law or Executive Order must authorize the collection and maintenance of a system of
records. For PIl not collected or maintained in a system of records, the collection or maintenance of the Pll must be necessary to discharge the

requirements of a statue or Executive Order.

(1) If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act SORN should be similar.
(2) If a SORN does not apply, cite the authority for this DoD information system or electronic collection to collect, use, maintain and/or disseminate PII.

(If multiple authorities are cited, provide all that apply).
(a) Cite the specific provisions of the statute and/or EO that authorizes the operation of the system and the collection of PII.

(b) If direct statutory authority or an Executive Order does not exist, indirect statutory authority may be cited if the authority requires the
operation or administration of a program, the execution of which will require the collection and maintenance of a system of records.

(c) If direct or indirect authority does not exist, DoD Components can use their general statutory grants of authority (“internal housekeeping”) as
the primary authority. The requirement, directive, or instruction implementing the statute within the DoD Component must be identified.

5 USC §552a (PL 93-579, Privacy Act of 1974); 10 USC §4601 - Electronic Submission and Processing of Claims for Contract Payments;
10 USC §1097(a) and §1097(b), TRICARE Prime and TRICARE Program; 18 USC §1030 (PL 99-474, Computer Fraud and Abuse Act of
1986); 5 USC §301 - Departmental Regulations; 44 USC §3541 (PL 107-347, Federal Information Security Management Act of 2002); EO
10450 (Security Requirements for Government Employment); 32 CFR §199.17 - TRICARE Program; DFARS Procedures, Guidance, and
Instructions (PGI) 232.70 and 252.232-7003; DoDI 5000.64, Accountability and Management of DoD Equipment and Other Accountable
Property; and HSPD-12, Policy for a Common Identification Standard for Federal Employees and Contractors.
n. Does this DoD information system or electronic collection have an active and approved Office of Management and Budget (OMB) Control
Number?

Contact the Component Information Management Control Officer or DoD Clearance Officer for this information. This number indicates OMB approval to
collect data from 10 or more members of the public in a 12-month period regardless of form or format.

[] Yes X] No  [] Pending

(1) If "Yes," list all applicable OMB Control Numbers, collection titles, and expiration dates.
(2) If "No," explain why OMB approval is not required in accordance with DoD Manual 8910.01, Volume 2, " DoD Information Collections Manual:

Procedures for DoD Public Information Collections.”
(3) If "Pending," provide the date for the 60 and/or 30 day notice and the Federal Register citation.

Deployed Medicine is not considered a public information collection per DoDM 8910.01, Volume 2, Enclosure 3, Section 8b(7).
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