703 Files Download and Decryption SOP

DEFENSE HEALTH AGENCY
TRICARE Retail Refunds Program

DOWNLOADING & DECRYPTING FILES GUIDE

A STFP client is mandatory to download the utilization files.
If the manufacturer already has a SFTP client, you can utilize this client to connect to Emdeon.

If the manufacturer already has a SecureFTP server as a part of business, Emdeon can send the
files directly to this server. To set-up having the files delivered to this server, contact Linda
Benedict at Emdeon, (330)405-2357, to provide the site name or IP and a user ID. Once the
above information is provided, Emdeon will provide their public key to place on your server.

NOTE: The system cannot support password authentication in a batch mode, when Emdeon
acts as the client, you must be able to support Emdeon’s public key.

If you do not have a favorite SFTP client, Emdeon suggests that you obtain a free copy of FileZilla
at http://filezilla-project.org.

NOTE: A STFP client is mandatory to download the utilization files.

TO OBTAIN A SFTP CLIENT FROM FILEZILLA

Step 1: Designate a folder on your desktop to house your utilization files.
Step 2: Open the FileZilla Program.

Step 3a: In the “Host” field enter: “mftgateway.emdeon.com”.

Step 3b: In the “Username” and “Password” fields enter the information

provided by Emdeon.

Step 3c: In the “Port” field enter “22.”
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Step 4:
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You are now logged in.

Once logged in, your screen should look similar to the following example:

Step 1:
Step 2:

Step 3:

- IFE & « Qe />0

ot \ernarms Pasagend:

File Edt View Transfer Server Boobmarks  Help  Mewwvenion svailable!

\ Log Off

Local ste; | |

= | Remobe gte;

B Desitop
F| by Dagumants A :

RRL sMHNEIRFS L This box should onlv contain " f.”
Flenams Filesice Fietype Last moddoed Fibenaena Filesce Filetype Luitmoddied  Permissions
&c Local Disk
3 €0 D -

— Neton e All encrypted tiles are located here.
e & (sambaT 30 Metweork Dive

o T: (sarmhapdd... Metwnrk Dinot

5 directories Mot connected.

Server/Local file Diirection  Remsote file Size Priceity  Status

Charige,

Quened files | Faled varfers Seccessh ransfers

B (eeue empty

TO DOWNLOAD ENCRYPTED FILES

In the “Local Site” box, select “Desktop” to download the files.

In the “Filename” box, highlight/select and double-click on the files to download.

You have completed the download of your files, exit out of Filezilla.
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TO DECRYPT THE FILES

Step 1: Locate the downloaded files on your desktop.

Step 2: Grab the most current file and the PGPreader.exe file.

B C:\Decements and Selti niareynanaireskiopiilank Folder

Db [ Yew Fgeorde  jek e N 3
T seanch Folders  [T31]+
) C\Docurments and Seltings's \Drdkop’ Mank Folder = ]G
R et iy | (bt
] Fie and Foldes Takes 2 A PPy e ider
__] '\-uj-.n'.-ul..)-- i

Step 3: Once the files are on your desktop, open the PGPreader.exe file.
Step 4: Select “Desktop” folder from the “Look in” drop-down box and click on the file

you would like to decrypt.

PGP Arnchive Reader - Select encrypled archive file

My Documenis
w8
T 2
-"3} Fi pasmes [ s = [ geen |
Mplatwork Pt of e [FraParcrive Fies T el = Cancal
R ™ Opess a2 joadordy
Step 5: Enter the PGP password provided by Emdeon and click “OK.”

Note: To view the password as it is entered, uncheck the box called “Hide Typing.”

"

PGP Self Decrypling Archive - Enter Passphrase

Place gulput inside this deectony:
|l: \Diocuments and Seltngsh \Deskiop\Blark Folder Browess .

To view the password as
Enter passphease R Hide Tuping it is entered, uncheck
| this box.

K Cancel
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Step 6 will be different based on your compressed file software. Right click the .zip file and
if there is an item labeled “Extract All” use that option. And skip to Step
7a. Otherwise proceed to step 6a

Step 6a: A Zip file is now located in the folder.

& C:Wocuments and Settings\reynana\Deskio pAF TP Downloads\WWARRY
Fila Edt  Wiew Favortes Took Help

ek - () T [ search | Folders [T7-

Address L) €\ Docunments and Settings', 'y Desktoph FTP Downloads  YARR',

-073.zip
File and Folder Tasks &Mheﬂdu
=9 Make 2 new folder 4 o
) Publish this felder to the
Step 6b: Open the Zip file and place the three (3) files onto your desktop by

clicking the “Extract” icon.

B winZip 07Q3.zip
Ele Actions Options Help

C E P2 0ED 68 Y
Add Encrypl

Mew Dpen Favorites Esttract Wiew CheckDut Wizard
Name Hodified Size Ratio Packed P..
= -0703.detail.on 10/15/2007 1:3.. 3216 90% 316
= -0703.detail.cp 10/15/2007 1:%..  1,347,0..  91% 1203..
= -07QLdetail.rd 10/15/2007 1:3.. 9828  96% 439
Step 7a: Three (3) new files will now appear on your desktop.

& C:\Documents and Settings! Deskiopf TP Downloads\WARR
File Edt View Favortes Took Help

ek - ) (T J)search || rFolders [T~

Addbess L) G\ Documents and Settings' i\Desktop' FTP Downloads' YARR'

[z

= 070 3.zip
File and Folder Tasks & ¥ PoPreader
)
o Make 8 new Foider =] -0TQ%detail.cn
D) Publish this folder to the = 073 detail.cp
o = -0703.detail.rd

gud Share this Folder
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Step 7b: Right click on each file and rename as follows:

Rename Labeler-07Q3.detail.cn to Labeler-07Q3cn.txt
Rename Labeler-07Q3.detail.cp to Labeler-07Q3cp. txt

Step 7c: Your folder should now resemble the following example:

WreskiopiF TP Downloadswisy Labeles

& C:\Wecuments and Seitings)

Fila Edn  Wew Fpvoites Tool  Help

E@oeck - 03 - T D Search || folders  [fE3]-

Addvess L ChDeeuments sl Settings e skbops FTP Downdoads' VAaRRY

= -0, rigy
File and Fobder Tasks G PLPremier
=2 0703
7 Hiska & rev fokder = ~OTAcn
salishs B F Py 3! . |
o L Ehisl Fokdar Ba i ()3 0TQ3ep
= —orgard

If you have Microsoft Office 2007 advance to page 10 of this document.

Step 8: Open the “VARR Database” and select “New.”

K Microsoft Access NEE

© Fle Edit Wiew Insert Tools  Window Help Type a question for help

NEEHDL SRV @95 B- e F =fa- @B

{li= YARR Database : Database (Access 000 file format)
| Open e pesign |y QU0 | 2p ';!'.___

Objects Create tabls in Design wiew

Create tabls by using wizard

Step 9: Select “Import Table” and click “OK.”

F Microsoft Access ===

© File Edit Miew Insert Tools Window  Help Type & question For help ~

IDEEHRSRBRY ¥Rl 9 - -1 e Ff4E-0f

ﬂ-_'ﬁ ¥ARR Database : Database (Access 2000 file format)
(EiOren 2 Desion [ % | =2 %

Objects B create table in Design view
Erre Create table by using wizard
Create table by entering data

New Table
Queries

D
Sl Forms Design View
d  Reports

Pages Create a new table in Datashest
wiew,

Macros

Modules

Groups

OK Cancel
) Foans [ o |
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Step 10: On the left-side of the screen, click the “Desktop” icon.

T Cosbion =] e m R R g D Teske
[ TTr———

B My Compuies < LIKEHPEC-0H

[t pastrecet. Places

[ AP L

Step 11: From the “Files of type” drop-down box, select “Text Files.”

Step 12: Highlight the text files and click “Import.”

© Fe Bt e Jrsert Took  Window  Hel
NEEN SR 4 Wl - - o 28 0]

ITY—
i My Computer - LLIG-PEC-G1
Fscent
My Pl 1y Metwsor. Places

%3 o |

Hy Nskvork.
Places  Flesof by (1t Ples (=, tot;®.c5vi® taby*. asc)
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Step 13: Click the “Advanced” button.

¥ Microsoft Access _ = x|

© File Edt Wew Insert Tooks ‘Window Help Type a question for help -

NDEEHBISGRAV R 95 A he|F/fa-0f

{llE VARR Database : Database (Access 2000 file format)
= f a —
Qpen %Q&slgn ml X [ 22 Import Text Wizard

ehicety Create table in Des Your data seems to be in a 'Fixed Width' format, IF it ism't, choose the Format that mare
1 Tables Create table by us  correctly describes your data.
@ o Create table by en
Forms " Delimited - Characters such as comma or tab separate each Field
Reports iCl Fixed Width - Fields are aligned in columns with spaces between each fisld
ﬁ Pages
T (s Sample data From Fle: ©\DOCUMENTS AND SETTINGSIMICOLAS. REYHADESKTOR
2 Modules [1HDO003 .0220080415008106DE7) J058106DETDOD-DEFAULT ﬂ
|2[7DO00D000000LCH
EiEe |3|rDo00D00D00D2CH
%l Favorites (4[UD00000000003CH
[S[IDO0000000004CH
|6[JDO0ODO00DD0SCH LI
KT o
Advanced... Cancel = Back [ext = | Einish |
H “ ”
Step 14: Click the “Specs...” button.
Step 15: Select the file which corresponds with the file you are working with and click

”Open.”

- ()1 -0 Import Specification

Pl Format: ¢~ Dlmbed Bedbsinte | ] =

% Figed Wickh Tet Crusifom rnanel
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Step 16: Click “OK.”

EEl YARR CP,CN |

File Format: " Delimited Eield|Delimiter: I, I |
& Fixed Width Texk Qualifier: I{none} 'I
Cancel |

Language: [English |
Code Page: JOEM United States | Save As.. |

—Dates, Times, and Mumbers

Date Qrder: IMD\" hd I ¥ Four Digit Years

Date Delimiter: I.l' [ Leading Zeros in Dates
Time Delimiter: Il Decimal Symbal: I

Field Information:

Field Marme Data Tvpe Start | Width Indexed Ship
] s Text 1 2 o O |
Line Murnber Text 3 11 ha ]
Diata Level Tesk 14|z ho O
| |Plan Id Qualifier | Text 16 ha [
| |Plan Id Code Text 17|17 ko [
| Plan Name Text 34 |30 ha [
| |Pharmacy ID Qual Text 64 |1 Ho O .
<I4M‘ 10 Cug| et e ﬂ_I
Step 17: Click “Finish.”

Wiour dsts seeres bo be i Frosd Widdh' format. IF £ Bn't, drooss the formst that moes
oorectly desorbes your data,

1 Delerded - Characters such ik Comng of 1o separabe ach field
15 Poed Width - Fiekds are slgred in columns with spaces: between pach Fiekd

‘Saeple data lvom Ne: CADOCUMENTS AND SETTINGSNICOLAS
1HE0003 . 02200804 15 R03106DET ME10&6FETDOR-DEFAULT | =
E COO00D0000 LCN j
ﬂ COO0DD00000ECH
APL0000BI0000IeN
E [OO00DIA0009CN
GC00000000005CH _:I

adgerced... | cocd | | pets | meen |

Step 18: A message similar to the following message will appear advising the file has
successfully been imported; click “OK.”

Imnport: Text Wizard x|

i Firiished importing file "CriDocurments and Settings| {Desktop -0B01-00%en B’ b babls
=080 009,
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Step 19: Right click on the file name; click “Export.”

Do B Vew fuet Ik Wrdw e
JEFEHD A F s aR - BB e R A8

P AL E [ abase Dl abase (R evs S000 Gl Tormat)
i Wigemn St X <4 [E]W
|| GE] Creabe bable in D, view
Bl crashe tatie by g vz
E] Crests able by erteere daty
| @ o

Ll

=

A, Feri Progien

& s

NOTE: Due to the size of the CP Files (individual claims) and the limited lines available in
Excess, it is best to view these files in Access.

Step 20: Select “Microsoft Excel 97-2003” from the “Save as type” drop-down box.

(Bl [ Pew (et Jock  Wdew el

INEGEHD AV IEaR D83 8]
e WALR Dab abaie @ D sbase (AOOrss HOD0 Ml vl
pen e e X< [E]mW
i _a.. Ot :‘.&mm

H@-2 @ % o0 ek

| _iHy Dostumants
i My Corrpates - L10D-PECO1
P My Haekvee Flaces

Step 21: Click the “Export” button.
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Step 22:
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The file is now available in Excel.

I Mscrosolt Bucel OB -DrScm. il =|®]
] B Bt ew Jeet Fomst Took Dot Agprovell  Windw  Heb Teaguesnfabsy = @ %

T2 T I 0T S il i-mms&‘ <10 [ BoL DI EERE S % DA
Zow sl

AdS - X

- T -l == 1] FE e oAl ol | J i 5
1D Figcotd Type Link Numbar Dmbh-fs Fan IdOuul'flEr Fian ki Code Flan Name PMrn-.a.q.rlDOuulﬂer Phh.lmﬂl:yll:l Code Phamacy Zip Code Prc_
| 2D ‘ooooonoom CH H
E=N| IUD 0000000002 CM ]

4 4 LD Tho000n00003 | CH 1]
5 5D 0000000004 T 7]
6 ) BO0G000005 CH N

7
i |
E-H|
ELE}

11
BLE4
EER
14

|
ELH}
ELE
181

NOTE. Repeat steps 8 through 22 to decrypt the remaining text files

Office 2007 Update

Updated Microsoft Access options for Office 2007 and the database named “MARR-
VARR Database 51”

In support of NCPDP 5.1 the “MARR-VARR Database 51” database has been created as a
tool to interpret the data files.

Step 1:

Open the “MARR-VARR Database 51” and select “Text File” from the
“External Data” tab.

C[lﬂtl | External Data | Database Tools Acrobat

@ i #"| Text File ‘:j; === s . fiwp Word
s = - iR o
52 XML File b3 ! xS 99 e
Saved Access  Excel SharePoint Saved | Excel SharePoint PDF f,'l
| Imports List ’F More ~ Exports st ar¥ps gk More -
Import

| Tables
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Step 2: At the “Get External Data — Text File Screen” select “Browse”.

Sefiect the sounce and destnaton of the data

Aoy B s n o P el

LT S|

Sowofs Fos ard ‘whery pos st i o P G n e covend: deteteen

gt Ve e el el e Ll e e o] dal b
o gabhas L A ol T, AT sl it . o el Lo by N, JaCOHE S Bt O
wih e roorind det. Thangm -IﬂrI o moure G el ron be ~feced T detetene
[T TR e e ———— Ty

ervn sl rawta o ki ot el i, o ki B row dats. P clwe change o dele e dats et @ lked 0 et e
ey v Gar w e o

Step 3: Locate where you have stored your CP & CN text files. When you have done
so choose a file (one at a time) and select “Open”.

Dtgmu:: - Mew Folder

I Mscrosedt Office As Documents library Anmange by Folder =
Includex 2 locations i
W Favories Marmse £
B Dexidop
B0 s ) Fregments
:___. Recert Placés b My Busingss Objects Documents
. PGP
E

B Desitop K 500
o Libranes
*| Decuments
L By Decamer
L. Pub%c Docor
o Music
il Prctures
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Step 4: Upon completion of Step 5, you will be returned back to the “Get External

Data — Text File” window. Please check that you have selected the file you
want to use by verifying that information in the “Filename” box and click
”OK”,

Seledt the source and destinaton of the data { Ve

Specly Sw wure of Bw dabi.
B rame cogmery tinsies Ry Desiiag 330 0080 120 bt I._"LT_I

Doy Fass g whe e y0u W Bopne e o n Pe Jumend delatass

@ [mport the source dals inlo & nre Leble i the current databaie.

i e mpeofied taie doss et et Aoem il st . 1f e mpeofed taie Sready EUBTE, ACESS TR SVETRITIE AT BreIE
W e eported St Changes mude 30 S pouros cats el rot be erfiected e S datstae.

Lk ba the dats source by cresting o leked table,

Acpes will reate & Tabie Thal wil msniee & Ik 15 The S0ure et Ti ol hange I Seete Gt Tl is inked 12 8 tev e
iR, o G 8 e PpCOr e,

Step 5: Click the “Advanced” button at the “Import Text Wizard” window.

o (ata Soes 18 be i 8 Tielevied Reemat. 17 L chodse P rmal thal sore Oorretly
chescrbes your dats.

@ Dvfimutrd - Char scters mach o comwma o L sepay abe pach Bk
.I‘ndm-l‘lhhnmwd-ﬂmmdﬂ

s e Mo £UEERD VEOOLUAS BESAEDETORY IR E-C LN XCH T

Line Numbers and NDCs Drug Names Description Listed
Listed Here Here

Lle

| |:,LLLLLLLLL1FLL.FI§

Step 6: Click the “Specs” button from the “Import Specification” window.
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Leading Zeros in Dates

Decimal Symiol:

ZzZZZZEEIF

Step 7: Choose the Spec which corresponds to your data file from the
“Import/Export Specifications” window.

5] Impaort/Export Spedﬁcatium!u<
Import/Export Specifications:

Step 8: When you have chosen your Spec you will notice a change to the window
in Step 6, Click OK at the updated window.
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=] VARR CP/CN =X

File Format: () Delimited Field Delimite , o
(@) Fixed Width

Cancel

Language: English Save AS...

Code Page: OEM United States
Specs...

nd Numbers
MDY || Four Digit Years
/ [7] Leading Zeros in Dates

Dedmal Symbol:

Field Information:

Field Mame Data Type Start | Width Indexed
Text 1 &

Line Mumnber Text 3 11
Data Level Text 14 2

Plan Id Qualifier |Text 16 1
Plan Id Code Text 17 17
Plan Mame Text 34 30
Pharmacy ID Qua| Text 64 2
Pharmacy ID Cod| Text 66 15

M |

Step 9:
¥ins cata seems b be i & Delmited format, it iy, chooss the format that more corecly
describes your data,
‘ Pelmited - Charachers such & comma or tab separate eadh field
o Froeed Wlth - Fusks aree alboroed] s b e sguscies bestowners eisch Skl
Sampie dats from fle: O USERSWICOLAS REYMAYDESTOPILabal 1 202F0 1006 £ 1000H. TXT.
% Line Mumbers and NDC= Dg Mames Description Listed Hers i‘
=) Listed Here
4]
|5}
1%}
el
| &
|9}
10}
m
a2}
l13]

14 e -
Al L
Achyanced, Cancel fext> | | Emish

Step 10: Upon clicking “Finish” you will get a message similar to this from the “Get

External Data — Text File” window.
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—— oz

4V A

Firshed mporing S T Leers "okl SRR 1300 00-006-C 130000 Ex o bab SRRl 107401 006-C 130,

Do oy e 53 e Breeser ienpor ! st Ths vl alions vou B0 guicify repena Bhe operafion sithou waing P weard.

Sanyw ieport atepe

Step 11: You will notice in the files box on the left side your text file you
imported is now loaded.

(a1}

Hame Creale Este sl Dats Cuibabae Toeods Acrabat

[
3 @ eF 1P e = \ s
= UL tom e W Rl

Access Dmced ShasePuoind
Inpaiti Lt t;“ﬂﬂ &
Inport
Tabhes
[T Laheler 5 202 -Fo1 -006-C1 302

Step 12: Rick click the Table you imported and select Export, from the window that
pops up. Doing so gives you the ability to send the table to a format you are
more comfortable using.
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£ Qpen

g Design View
Import b
Export b

Collect and Update Data via E-mail
Rename
Hide in this Group

Delete

Cut

43 Copy

3 Table Properties

NOTE: Repeat steps 1 through 12 to decrypt the remaining text files.

Data Manipulation

After the data has been placed into the desired file format that best meets your need, some
additional manual manipulation must be completed.
e The field “FF Total metric Dec. Qty” & “Grand Total Metric Decimal Quantity” need a
decimal placed in the number. The decimal should be placed in front of the third digit
going from right to left. Example: 123456 should be 123.456.
e The field “Rebate Per unit Amount” needs a decimal placed in the number. The
decimal should be placed in front of the fifth digit going from right to left. Example:
123456 should be 1.23456.

e The fields “Rebated Rebate Amount” & “Grand Total Requested Rebate Amount” need a
decimal placed in the number. The decimal should be placed in front of the second digit
going from right to left. Example: 123456 should be 1234.56.

The rows with the “Record Type” of “HD” & “TR” are internal labels for reporting. These rows
can be removed before manipulation.
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